Fair processing notice guidance
Under data protection legislation your practice is required to process personal data fairly and
lawfully. The methods by which these processes are governed and explained to patients are
known as ‘fair processing’.
The General Data Protection Regulation (GDPR) ‘right to be informed’ encompasses the
obligation to provide fair processing information, typically through a privacy notice. It
emphasises the need for transparency over how you use personal data and for privacy notices
to be easily assessable.
Fair processing includes:




telling patients about what type of information you will collect, how you intend to use it
and who you may share it with
providing assurance to patients that their data will be safe, confidential and used
appropriately if they share it with you
enabling patients to opt out of sharing their data and making them aware of their rights

The attached exemplar privacy notice has been developed in line with ICO guidance and NHS
England’s fair processing checklist and guidance for GPs and should be adapted/localised as
follows:







use a title which is meaningful to patients such as “How we use your information”;
“Protecting your confidentiality” or “Privacy Notice”.
update the contact details before making the privacy notice available.
add details of any data processing that may be unique to your practice/locality e.g. if you
are a training practice – see example additional data processing text below
consider user testing your privacy notice with your Patient Participation Group members
prior to publication
give thought to providing the information as a layered notice (i.e. with links to individual
sections of the notice)
make the privacy notice easily assessable on your website and in your reception area

Example additional data processing text – for adding to your privacy notice if relevant to your
practice
Medical student placements
Our practice is involved in the training of medical students. As part of this programme medical
students will work in the practice and may be involved in your care. If staff would like a student
to be present they will always ask for your permission before the start of the consultation. The
treatment or care you receive will not be affected if you refuse to have a student present
during your appointment.
It is usual for GPs to discuss patient case histories as part of their continuing medical education
or for the purpose of training GPs and/or medical students. In these situations the identity of
the patient concerned will not be revealed.
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Further guidance
Information Commission Office (ICO) https://ico.org.uk/for-organisations/guide-to-dataprotection/privacy-notices-transparency-and-control/
Privacy notices under the EU General Data Protection Regulation https://ico.org.uk/fororganisations/guide-to-data-protection/privacy-notices-transparency-and-control/privacy-noticesunder-the-eu-general-data-protection-regulation/
NHS England https://www.england.nhs.uk/ig/ig-fair-process/fair-process-gps/
BMA https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/gps-asdata-controllers
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